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M ost people might be 
a little disconcerted 
at being confronted 
by their 
fictionalised selves, 
but not forensic 

cyber psychologist Professor Mary 
Aiken. Arriving at a Los Angeles 
airport swarming with cast and crew, 
Aiken glimpses Patricia Arquette’s 
lead character FBI Special Agent 
Avery Ryan in CSI: Cyber stepping 
out of a jet. But she’s not here to 
check whether Arquette’s outfit is 
something that she would wear, or if 
her hair is the right shade of blonde, 
but instead to advise on the accuracy 
of the latest CSI franchise, which 
explores the all too real world of 
internet blackmail, cyber-theft, 
hacking and cyber-villains in the 
darkest corners of the deep web.

Prof Aiken is director of the Cyber-
Psychology Research Centre at the 
Royal College of Surgeons in Dublin, 
the world’s first dedicated unit 
exploring a technological parallel of 
virtual criminality. Without Aiken 
there would be no Avery Ryan, and 
many of the cases she has cracked 
have become the basis for the story-
lines of the CSI spin-off show that 
has now aired in 171 countries.

And the virtual world that she 
inhabits is becoming increasingly 

close to the one we live in. In England 
and Wales in 2014, there were 
2.5 million cyber crimes, and this 
figure is growing. Just last month, 
hackers made off with data affecting 
hundreds of thousands of TalkTalk 
customers. Cyber crime globally costs 
£260 billion a year, rivalling drug 
trafficking and money laundering as 
the world’s leading crime.

Which is where Aiken comes in. She 
advises governments and police forces 
around the world, including Scotland 
Yard, as they grapple with real 
criminals in a virtual world – 90 per 
cent of which is the deep web that 
most of us are unaware of.

“Online, people behave in ways they 
would never in the ‘real’ world,” says 
Aiken. “They take risks they would not 
dream of taking on the street, making 
contact with those they know nothing 
about.”

How many of the millions taking 
selfies today and posting them on 
social media sites realise that they are 
revealing more than their faces? “If 
they have not enabled adequate 
privacy and geo-location settings, the 
metadata embedded in those images 
can be accessed by a predator,” Aiken 
says. “A simple computer program will 
reveal the location where the picture 
was taken or where somebody lives.”

The abuse of selfies is just one 

theme of CSI: Cyber. Others include 
remote online arsonists and killers 
posing as drivers of private cabs 
summoned by their victim’s mobiles. 
The series began with an episode 
based on a true case in Houston of 
criminals hacking into video baby 
monitors so they could kidnap infants 
and auction them to order. All of it was 
meticulously researched for accuracy 
by Aiken. Weeks after that episode 
was aired, thousands of webcams in 
the US were hacked, with live footage 
of sleeping babies appearing on 
Russian websites.

“We need to start thinking of the 
online world as a real place,” she says. 
“It was designed to be rewarding and 
engaging, but did anyone really think 
about the impact on criminal, deviant 
or vulnerable populations?”

Taking part in a paedophile stake-
out with Los Angeles police in a coffee 
shop was not where Aiken was aiming 
when she left University College, 
Dublin with her psychology degree. 
She headed, more predictably, for 
industry, working on consumer 
behavioural profiling before becoming 
European senior vice president of an 
American advertising and marketing 
services company.

Increasingly fascinated by artificial 
intelligence and cyber-psychology, 10 
years ago she gave up corporate riches 
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to do a doctorate on the subject before 
setting up her research centre in 2011.

Her work on cyberchondria – an 
anxiety-induced disorder brought on 
by excessive online health research – 
came to the notice of Interpol’s 
Internet Specialist Group, specifically 
assistant director Mike Moran, who 
told her: “That is all very interesting, 
but you should be working with us.” 

Her insights were then used to help in 
their work tracking down those who 
trade in child-abuse images. In 2013, 
Aiken was an invited speaker at the 
White House Forum on Human 
Trafficking, presenting the findings of 
research into how criminals 
increasingly use technology to 
organise and avoid detection. In the 
audience, someone from the William 

True stories: Prof Mary Aiken, right, and CSI ’s Patricia Arquette, above

Morris entertainment agency was so 
impressed by this charismatic cyber-
psychologist, he called Hollywood.

Aiken enjoys her CSI: Cyber role, 
recognising that entertainment 
brings big issues alive to millions of 
people that dry research does not. 
“The young are the most vulnerable,” 
Aiken says. “In the real world, 
children engage in flirting, but when 
this transitions into the cyber world 
and sexting becomes a social 
phenomenon with explicit images 
circulated widely, it is problematic. 
Ten years ago the Washington-based 
National Center for Missing and 
Exploited Children received 10,000 
images a year from around the world. 
Last year it was 20 million.” 

While Aiken is hyper-aware of 
how this environment can be abused, 
she is “absolutely pro-technology”, 
and optimistic that we will find 
technological solutions to the 
behavioural problems created by 
new technology. “Technology itself 
is not good or bad,” she says. “It is 
either used well or poorly by 
humans.”

A keen advocate for “cyber-rights”, 
Aiken believes that there is only so 
much parents can do to protect their 
children, and praises David Cameron 
for his lead on bringing in 

restrictions on pornography 
produced and sold in the UK. “In TV 
there are mechanisms of control 
such as watersheds and broadcasting 
guidelines,” she says. “We need the 
same in cyberspace for device 
manufacturers, internet service 
providers and content generators.”

Mary Aiken is animated and 
clearly passionate about her work, 
but when it comes to her personal 
life she is much more reluctant to 
open up. “I am very careful about 
how much information I put out 
there,” she says, refusing to expand 
on whether she is married or has 
children. “As a society, we are 
adopting each new technological 
innovation with the collective 
wisdom of lemmings leaping off a 
cliff.” 

Would revealing more about 
herself put her or her family in 
danger? Aiken smiles engagingly 
from underneath her blonde fringe. 
“Sorry. I don’t answer personal 
questions,” only revealing that she 
was born in Cork to an academic 
family and today thrives on four 
hours sleep, works 14-hour days, 
likes a beer and is an avid rugby fan. 
Do women, I wonder, need to worry 
more about technology than men?

“I don’t think we have been 
seduced by it in the same way,” she 
answers. “Our interest is always 
balanced by our protective instincts.” 

However, with death and rape 
threats against women proliferating 
online – 88 per cent of abuse coming 
via Twitter – Mary Aiken concedes 
that a woman’s natural scepticism 
and instinct might still be the best 
protection that she has.
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‘We adopt innovation 
with the collective 
wisdom of lemmings 
leaping off a cliff ’

T H E F O U R M O ST P O P U L A R CYB E R C R I M E S

1Phishing This is a 
way of tricking 

people into handing 
over their card details 
or their access to 
protected systems. 
Emails are sent out that 
contain either links or 
attachments that take 
you to a website that 
looks like your bank’s, 
or installs malware on 
your system. Almost a 
quarter of us open 
phishing emails, says a 
Verizon study of data 
breach investigations.

2Identity theft
According to fraud 

protection agency 
Cifas, the number of 
victims rose by 31 per 
cent to 32,058 in the 
first three months of 
2015. Criminals use 
online “fraud forums” 
to buy and sell credit 
cards, email addresses 
and passports. 

3Hacking In a 
Verizon study of 

security breaches, 
there were 285 million 
data exposures, which 
works out at about nine 
records exposed every 
second. More than a 
quarter of these were 

executed internally 
within organisations. It 
is estimated that 90 per 
cent of all data records 
that were used in a 
crime was a result of 
organised crime. 

4Online
harrassment

More than half of 
adolescents and teens 
have been bullied 
online; 73 per cent of 
adults have seen 
harrassement online 
and 40 per cent have 
experienced it. 

Sady Levy Gale

CSI: Cyber is on Tuesdays at 10pm on 
Channel 5
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